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Compliance Requirements

m Sources of compliance requirements
Laws
Regulations
Social expectations (e.g., Green IT)
Internal policies

m Requirements on different levels of abstraction
General requirements (e.g., use a secure protocol)
Specific requirements (e.g., use protocol XYZ)
Compliance expert translates compliance requirements
to technical specifications
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Impact of Compliance on the Business

m Organization
Installation of a compliance office
Role management

Questionnaires (Not all requirements can be checked via IT)

m Re-design of processes
New activities
Checks are installed
Verification is required
m T systems and applications
Supporting infrastructure
Need to react on frequent changes in laws and regulations
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Compliance Problems in Business Processes

m Segregation of duties

® Binding of duties

m Checks

m Logging and auditing

m Security

m Treatment of private data
m Jrust

m Risks of outsourcing

® Increased demand for monitoring
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Process Life Cycle Combined with Compliance
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Benefits of Achieving Compliance

Process awareness — what are the processes?
Process insight — how do the processes run?
Prevention — how to design compliant processes?

mproved reputation
Our company acts lawful
The privacy of our customers is protected
Our processes are compliant with SOX
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Lessons Learned

m Compliance is important
m Compliance has an impact on business processes

m ..what we present in the following:
How to integrate compliance requirements

How to design compliant business processes
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Problem Statement

m Goals
Support of frequently changing requirements
Support for traceability and compliance monitoring
Reusable solutions

m State of the art of reusability in processes
Not flexible enough (e.g., sub processes)
Not concerned with compliance

m Potential solution: compliance fragments
Concepts
Integration

Source: [2]
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What is a Process Fragment?

m A process structure with relaxed completeness
and consistency criteria

m A process fragment is basically made up of
Activities
Activity placeholders (so-called regions)
Control links that define control dependencies
Multiple entering and leaving control links

m A process fragment contains additional information
A context (e.g., variables)
Handlers (e.g., fault handling logic)

Source: [2]
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Process Fragment Example: “Approval”

ActivationCondition = false

Activated?

ActivationCondition = true

Gerform checa

checkOK = true

Check OK?

checkOK = false
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Source: [2]
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Compliance Fragment Gluing

Process Process
fragment

Detailed explanation: [2]
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Compliance Fragment Gluing

Augmented Process

Detailed explanation: [2]
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Compliance Fragment Weaving

Process Process
fragment

Detailed explanation: [2]
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Compliance Fragment Weaving

Augmented Process

Weaving
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Problem Statement

m Goals
Check of compliance requirements at design time
Manage large number of compliance requirements

m State of the art of compliant process design
Model checkers
Verification techniques
No pragmatic approach
No controlled changes
m Potential solution: compliance templates

Concepts
Tool support
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Example Use Case

m Customer: Inter Bank
Need for new business process
Automated loan approval processing

m Provider: Compliance as a Service Inc.

Design compliance template
m Compliance assessment
m Design process template

Sell compliance template

m Customer: Inter Bank
Buy compliance template
Complete compliance template
Deploy completed process
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Process Template Skeleton

Receive Loan
Request
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Process Template Skeleton

Receive Loan
Request
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Compliance Template
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Prototype

m Oryx web-based BPMN editor
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Summary and Outlook
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m Discussion of compliance management in business
processes

m Compliance is important
Active research community
Increasing interest in industry

m Presentation of two potential solutions
Compliance fragments
Compliance templates
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m We are working on an integration of our approaches

® Final results of our research projects
Available at the beginning of 2011
Downloads

B www.compas-ict.eu

m www.master-fp7.eu

m Let’s keep in touch...

schumm@iaas.uni-stuttgart.de

schleicher@iaas.uni-stuttgart.de
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